MamaTka ana rpaxaad o npodunakTuke u npeaynpexaeHuu
AUNCTaHUMOHHLIX npecTtynsieHun B chepe nHpopMaLUOHHO-
TeNIeKOMMYHUKaALUMOHHbIX TEXHOSTOrMN

YT100bI HE OKa3aTbCA XXepTBOW MOLUEHHUKOB HEe0O0X0AUMO 3HaTb
cnepymoulee:

— COTPYAHUKKN Ntoboro 6aHka HMKOrga He NPOCAT COOOLNTL AaHHble Ballen
KapTbl (HOMEpP KapTbl, CPOK €€ AENCTBUSA, CEKPETHLIN KOA4 Ha 060pPOTHOM
CTOPOHE KapTbl), TaK KaK Y HUX OAHO3HAYHO MMEKOTCS BallM AAHHbIE;

— HEe Npu Kaknx obCcToATENbCTBaX HE coobulaTh JaHHbIE Ballen 6aHKOBCKOM
KapTbl, @ TaK K& CEKPETHbIN KO4 Ha 0OOPOTHOM CTOPOHE KapThl;

— XpaHUTb NUH-KOL, OTAENbHO OT KapThbl, HA B KOEM Crlydae He nucaTtb MUH-KOA
Ha camon GaHKOBCKOW KapTe;

— He coobuwaTtb NMH-KOA TPETbUM NNLaMm;

— ocTeperaTbCa «TenedOHHbIX» MOLLEHHUKOB, KOTOPbIE MbITAlOTCA BBECTU
Bac B 3abnyxgeHue;

— ny4ywe nsberatb TENEPOHHbLIX Pa3roBOPOB C NO4O3PUTENBHBIMU FOAbMMU,
KOTOpble NpeacTaBnsaTCs COTPYAHMKaMM BaHka, He BonTech NpepBaTb
pasroBop, NPOCTO Knaaute Tpyoky;

— BHUMaTenbHo yntante CMC coobLueHus npmxoasdiwimne ot 6aHka;

— HUKOr4a U HAKOMY He coobuianTe Nnaposnn, U CeKpeTHbIe Koabl, KOTOpble
npuxogat Bam B CMC coolLueHumn ot 6aHka;

— NOMHUTE, YTO TONbKO MOLLEHHWUKN CRpaLUMBalOT CEKPETHbIE Naponu,
KoTopble npuxoaat kK Bam B CMC coobuieHnn oT BaHka;

— COTPYAHUKKN BaHKa HUKOrAga He NnornpocaT Bac NPoOUTU K baHKkomarTy;

— ecnu Bac Nonpocunm NponTn ¢ 6aHKOBCKOM KapTon K BaHkomaTy, TO 3TO
04YEBUAHO MOLLUEHHWKMU;

— He NoKynamTe B MHTEPHET — MarasnHax ToBap Mo sIBHO 3aHUXEHHOM
CTOMMOCTMU, TakK Kak 3TO OMEBUAHO MOLLUEHHUKMU;

— HUKOrga He nepeBoauTe AeHEeXHble cpeacTea, ecnu o6 aTom Bac npocuT
caenaTb Ball 3HAaKOMbI B coLMarnbHOW CeTU, BO3MOXHO MOLLUEHHUKW
B3/IOMann akkayHT, cHa4yana CBS)XUTeCb C 3TUM YESTOBEKOM U y3HaUTe
AENCTBUTENBbHO NN OH NPOCUT Y Bac AEHbIN;

— B ceTn «MIHTepHeT» He nepexoanTe Mo cCbifikaM Ha HEU3BECTHbIE CalThl;
— nencTeymnte o6aymMaHHoO, He TOPONSIMBO, MOMHUTE, YTO «becnnaTHbIN CbIp
TONbKO B MbILLENOBKEY.

MHTepHeT-MOUJeHHVIHeCTBO - NAMATKa 04 rpaxgaH
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I:aBTﬂMOEHHh Audi A8.
| Mogpo6HocTi no TenedoHy.

MosppaenAem! Bel Beivrpann \‘
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Bri MOITYYHITH ANEKTPOHHOES
cooOllleHHe O TOM, YTO BhI BbhIHIDAJIH
aBTOMOOMIIL H Bac [MpOCAT MNEPEBCCTH
JACHBI'H T4 IMTONYUYCHHA npma'?

HHUHKOI'JIA He otrnpas.asiiTe
AeHbrH HE3HAKOMBIM JIHIAM HA HX
IeKTPOHHbIE CYETA.

HEL’HHHIHE, MO GEPOAMHOCIE
EblUZPAMB npus, He APUHHMAOR
YVUHacmuA 6 po3blEPbliide CMPEMUMCH K
H)THD, a GEROHMHOCTD GO36AMA
(}EHE‘?, HEPEHUCTIEHHBIX HA OHOHUM HBIL
JeKmpao HHBILE KOWENEK
FTOVMBIULTEHHUKOG, I MOS0 MEHBIUE,

B nocnegHue rogbl WNMPOKY NOMNYNSAPHOCTb NOSYYUIIN CMC-PAaCChINKN Unn
9MEKTPOHHbIE NMUCbMa C COODLLIEHMSAMM O BbIUIPbILLE aBTOMOOUIS NnMbo
APYrnX LeHHbIX Npu3oB. 515 Nony4YeHnsa «BbIUrpbilla» 310yMbILLIEHHUKN
06bI4YHO NPOCAT NEPEBECTN HA ANEKTPOHHLIE CHETA ONPEeAENEHHY0 CYMMY
AeHer, MOTUBNPYS 3TO HEOBXOAMMOCTbLIO YrnaThl HANOroB, TAMOXEHHbIX
NOLUSIMH, TPAHCNOPTHLIX pacxoaos U T.4. ocne nonyyeHnsa oeHeXHbIX
CpPeaCTB OHUM NepecTaroT BbIXOAUTb Ha CBA3b NMBO NPOCAT NepeBecTU
AOMONHUTENbHbIE CYMMbl HA O(POpPMIEHME BbIUTPbILLA.

Orpagutb cebs oT nogobHoro poga npecTynneHnin npeaesibHo NpocTo.
[Mpexae Bcero Heobxoanmo ObITb BnaropasyMHbIM. 3agyManTeCchb Hag TeM,
NPUHUMAaNN N1 Bbl y4acTue B po3birpbille Npru3oB? 3Hakoma v Bam
opraHusaums, HanpasuBLLasi yBeaomreHne o Boinrpoiwe? OTkyaa
opraHmMsartopam akuuu U3BECTHbI Balln KOHTaKTHbIE AaHHbIE? ECnu Bbl HE
MOXXeTe OTBETUTb XOTSA Obl HA OAMH N3 3TUX BOMNPOCOB, PEKOMEHAYEM BaMm

NPOUrHOPMpPOBaTL NOCTYNMBLLEE COObLLEHNE.

Ecnn Bbl pelunnn ncnbltaTb cH4acTbe U BbIMTU Ha CBSA3b C OpraHn3aTopamu
po3bIrpbllla, nocTapanTechb NofyyYnuTb OT HUX MaKCUMaribHO BO3MOXHYHO
MHdopMauno 06 akuumK, yCNoBUSIX y4acTUS B HEM 1 NpaBunax ee
nposeneHuns. NomMHNTE, YTO YNOMUHaHWE Ballero uMeHn Ha VIHTepHeT-cante
He sIBNsieTCcs noaTeepxaeHnem 0obponopsigo4HOCTM OpraHn3aTopoB akLmn U

rapaHTmeVl BalLlero BbinrpbiLla.

JMobas npocbba nepeBecTn AeHEXHble CpeacTBa A5 NOSyYeHUs BbiMrpbIlLla
A0JSPKHA HAaCTOPOXUTb Bac. NMOMHMTE, YTO BbIMIPLILL B JIOTEPEIO BEYET 3a
cobon Harnorosble 00s3aTenbCTBa, HO MOPAA0K ynriaThl HANOroB




pernamMeHTMpoBaH AeCTBYOLLMM 3aKOHOAAaTENbCTBOM U HE OCYLLIECTBSETCS
NocpeaCcTBOM NnepeBoaa AeHEXHbIX CPeACTB Ha 3NEeKTPOHHbIE cyeTa rpaxaaH
N opraHv3aumii UNn T.H. «3NEKTPOHHbIE KOLLENbKNY.

Ey,D,bTe 6anTenbHbl U TOMHUTE O TOM, YTO 4SS TOro, YToBbI YTO -TO BbIUTPaTh,
HeobxoamMmo npuHNMaTb y4aCTme B PO3birpbiLlLe. Bce YNOMNUHaHNA O TOM, YTO
Ball HOMeEp ABJIAETCA «CHaCT/IMBbIM» U OKa3aJiCA B CMNCKE y4aCTHUKOB
JloTepen, ABNATCA, KakK npaBuno, nnLlb yﬂOBKOVI OnAa npueneyvyeHuna saLlero
BHUMaAHUA.

CUTYALUSA 2
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Bl perinim KynuTs B HHTEPHET-
MarasuHe HOBBIH MOOHIIBHBIH
renedoH, Hoyrdyk win doroannapar
10 CVYIEpHpPHBIEKATENbHOH LleHe, HO
MarasuH POCHT NEPEYHCIINTE
npejpomary?

HHUKOI'JIA ne nepeunciasiire
AE€HbIH HA WIEKTPOHHBbIE KOLIEIbKH
M cueTa MOOHILHBIX TeJedoHOoB.

Homuume o oM, Yno
UHMEPHEM-MA2A3UH He  Modcem
NPUHUMamMe  onaamy 3a NOKVAKY 6
makou ¢popmue. Eciu sac npocam
OnIAMmumMes MOEAP ¢ UCHOTBIOBAHUEM
MEPMUHATOE  IKCHPECC-ONAAMBL WU
nepesecmu 0eHb2u Hd INeKMPOHHbIL
KOWeRex, 6eposmHocmbs Mo20, Yo @bl
CIOJAKHYIUCH ¢ MOWEHHUKAMU Kpaune
BHICOK.

Hepenku cnyyan MOLLEHHMYECTB, CBA3AHHbIX C AEATENbHOCTLIO IHTEepHeT-
MarasuHOB M CalUTOB Mo Npodaxe aBnabuneTos. Yem npmeBnekaroT
NoTeHUManbHbIX XepTB MOLWEHHUKN? MNpexae Bcero - He06OCHOBAHHO
HU3KUMK LleHamu. [Npun 3aka3e ToBapoB Bac NONPOCAT BHECTU Npegonnary,
3a4acTyto NyTeM BHECEHUS AEHEXHbIX CPEeLCTB Ha HEKNN BUPTYanbHbIN
KoLLienek nocpeacTBOM TepMMUHara akcnpecc-onnaTtol. [lJanee marasvH B
TeyeHne HeCKoSbKuX gHen byaeT npuaymbiBaTb OTFOBOPKN U obelaTb BaM
CKOpPYIO JOCTaBKy ToBapa, a noToM 6eccnefHo ncyesHeT nmbo npuwnet

HeKka4yeCTBEHHbIV TOBap.

Llenb nogoBHbIX canToB — 0OMaHyTb MakCuMaribHOe KOSIMYeCTBO Nogen 3a
KOpOoTKuKM cpok. CosaaTb MIHTEpHET-CanT cerogHs — Aesi0 HECKONbKNX MUHYT,




NO3TOMY BCKOpe nocne npekpalleHust paboTbl CanT BO3pOAUTCS MO ApYroMy
agpecy, ¢ ApYrMM AM3anHOM U Nofd APYruM HasBaHUeM.

Ecnn Bbl X0TUTE KynuTb TOBap No npegonnare NoOMHUTE, YTO CepbesHble
NHTepHeT-marasunHbl He 6yayT NPpOCUTb Bac NepeyvncnmTb AeHbrv Ha
BUPTYanbHbIN KOLWENEK Ui c4eT MobunbHoro tenedgoxa. Nouvwmre
MHdOPMaLMO O MarasvHe B ceTn VIHTepHeT, NOCMOTPUTE, Kak JONro OH
Haxo4WUTCA Ha pblHKe. Ecnn Bbl UMeeTe 4efio ¢ CanToM KpYnHOM nnm
N3BECTHOW BaM KoMMaHuu, ybeamnTechb B NpaBUIbHOCTM HaNMcaHna agpeca
pecypca B agpecHoun CTpoke Bawlero 6paysepa. [pn HeobxoammocTun
noTpebynTe OT agMUHUCTPATOPOB MarasuHa npeLocTaBuTb Bam
NHOPMaLMIO O KPUANYECKOM NnLEe, NPOBEPLTE €€, UCMONb3Yy4H
obLwenocTynHble 6a3bl 4aHHbIX HANOroBbIX OPraHOB U PEECTP IOPUANYECKUX
nuy,. Ybéeantecb B TOM, YTO Bbl 3HaeTe agpec, No KOTOPOMY Bbl CMOXeTe
HanpaBWUTb NPETEH3MUIO B Criyvae, ecnv Bbl OyaeTe He40BOSbHbI MOKYMKOMN.

CHUTYAILINUA 3
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YBaxaemblh KnueHT. Bawa
kapTa sabnokupoeaHa. [Ans
pa3bnokupoBaHua oTnpaesTe
__CMC Ha KOPOTKUA HOMED

.-" -,

Be! nonyunnu cMe-cooduieHue o
TOM, 4YTO Bama OaHKOBCKas KapTta
zabnokuposana?

HHKOI'JIA He oTnpasasiiTe
HHKAKHX [ICHEKHLIX CpeIcTB Mo
KOOPAHHATAM, YKA3aAHHbIM B
co00IIeHHH, He Tepe3BaAHHBANTE HA
HOMEp, ¢ KOTOPOro OHO MPHULI0, W
He OTNPABJASHTE OTBETHBIX CMC.

CampimM npasuibHbiM pelieHuem
& OaHHOU cumyayuu 6yodem no3eoHums

& OAHK, BbINYCMUBLULTL u
00CTVHCUBAIOWULT  BALUY  KAPMY.
Terechon banka 661 Hatideme Ha

obopome sawiel Kapmul.

3aMeTHO y4aCTUINCh Cllydan pacchbifikKn CMC-COOBDLLEHNI, coaepKaLlmx
MHGOOPMaLNIO O TOM, YTO BaHKOBCKasi kKapTa aboHeHTa 3abnokmMpoBaHa B CUIy
psga npuynH. MIHorga nogobHble coobLeHns cogepkaTt npusbiB NEPEBECTH
AeHbrn ans pasbrokMpoBKN KapTbl, MHOrAa aboHeHTa NPOCAT NO3BOHUTL UMN

OTNPaBUTb CMC Ha KOPOTKUIN HOMEP.

HeobxogmMmo NOMHUTL O TOM, YTO eOMHCTBEHHAs OopraHM3aunsl, Kotopas
CMOXeT NPoMH(OopMMpoBaTb Bac 0 COCTOSIHUM BalLen KapTbl — 3TO 6aHK,
obcnyxnatowmi ee. Ecnn y Bac ectb N0Q03PEHUS O TOM, YTO C BalUeEN




KapToOW YTO —TO HE B NOpsiAKe, eCrnn Bbl MNOMYyYNIM CMC-yBEAOMIIEHNE O €€
Bnokuposke, HemeasleHHO obpaTuTech B 6aHK. TenedoH KIMEHTCKOM CryXobbl
6aHka 06bI4HO Yka3aH Ha 0b6opoTe KapTbl. He 3BOHUTE K HE OTNpaBnsnTe
CcOoObLLIEHNA HA HOMepPa, yKa3aHHble B CMC-yBeLOMISIEHUM, 32 3TO MOXET

B3NMAaTbCA OONOJTHUTEINbHAA nrnarta.

CUTYALIHSA 4

molotok.ru

Ha 3IEKTPOHHOH JOCKe
O0BABIIEHHH MM B COLMAIILHOMH CeTH
Bbl HALIH TOBApP, KOTOPBIH Tak J0Iro
HCKaJH, ¥ CTOHT OH HAMHOIO JcLIeBle
ueM B JIpyrux mecrax?

HHKOI'JIA He nepeuncisiiTe
[eHbI'H HA YIEKTPOHHBIE KOUIEAbKH,
He yoeAHBIIHCHL B 6J1aroHa e:KHOCTH
KOHTPAreHTA.

Brumamensto nocmompume ezo
petimune Ha  docke — 00OwAGIEHU,
nouumanme OM3b16bI opyaux
noKynamenet, nouwume uH@GopMayiiio
o Hem 6 cemu Humepnem. [lodymaime
Had mem, noYeMy mosap npodaemcs

mak deleeo, VIHame Kaxkue
2apanmuy - Modcem  npedocmagums
npodasey.

OAavH 13 nonynsipHbIX CNoco60B MOLLEHHNYECTB, OCHOBaHHbLIX Ha JOBEPUM
CBSI3aH C pa3mellleHMeM 00bSBNEHNIA O NPoaaXe TOBAPOB HA 3NTEKTPOHHbIX
Aockax 06 bABNEHU M UHTEPHET-ayKUMoHax. Kak npaBuno, MOLEHHUKM
NPUBIEKAIOT CBOUX XXEPTB 3aHMKEHHbLIMW LIEHAMWN U BbIrOAHbIMU
NpeanoXeHUsIMN 1 TPeOYIOT NepedncneHns npegonnaTthl NyTem nepeeoaa
AEHEXHbIX CPeACTB Ha 3NEKTPOHHbIN KOLLENEK.

Bnaropasymue nomoxeT 1 3aecb. BHMMaTenbHo nayynTte obbsaBreHme,
nocmoTpute MHOpMaLuio O nuue, pasmecTuslLEM ero. Ecnu Toproeas
nrowagka nMeeT CUCTEMY PENTUHIOB NPOAaBLOB, N3y4nTe OT3bIBblI,
OCTaBfEeHHble ApYrMMUM NokynaTtenamu, He 3abbiBasi, OAHAKO, O TOM, YTO
NPECTYMHUKMA MOTYT OCTaBMATb NONOXUTENbHbIE OT3bIBbI O cebe, NCnonb3ys
AOMONHUTENbHbIE YYeTHbIe 3annucn. Bocnonb3yntecb VIHTepHET-NONCKOM.
NHorga pocraTtoyHo BBECTU B DOPMY MOUCKA TENEOHHbIN HOMEP Uinn
ceTeBOW NCeBOOHMM Npogasua ans Toro, YTobbl 0BHAPYXUTb, YTO 3TU




AaHHbIE Y)XXKe NCNONb30BaMCh B LENSX XULLEHUST AEHEXHbIX CPeaCcTB U
obmaHa nokynaTtenem.

MocMoTpuTe CPeOHIO CTOMMOCTL aHarorMyHbiX ToBapoB. Yepecyyp HU3Kas
CTOMMOCTb [I0/KHa BbI3BaTh Y Bac nogo3peHue. Ecnu npoaasey Tpebyet
NepevYncnuTb emy NOJTHYH UMK YacTUYHY0 NpeaonnaTty 3a npuobpeTaeMsiit
TOBap Ha 3NEeKTPOHHbIV CYET, NoAyManTe, HACKONbKO Bbl FOTOBbI A0OBEPSATh
He3HakoMoMy 4ernoBeky. [oMHUTe, YTO Nepedncnsas AeHbrM HE3HAKOMbIM
nnuamM NocpeacTBOM aHOHMMHbIX NNATEXHbIX CUCTEM, Bbl HE UMeeTe
rapaHTU Nx Bo3Bpara B cryyae, ecrnv caenka He COCTOMTCS.

CHIVAIIHA 5

Brl x0THTE NpHOOpPeCTH ABHAOHIETH
gepes HeTepHET?

HHAKOTI' 1A He D0 IbIVATECE
VCIVIaMn HeOPOEEPEHHEIX 1]
HeHBeCTHRIX CcafiToOE @m0 OpoJa:e
fm1eToB.

Jawaxcume Ouremsl wepes cailim
ASUAKOMRAHUY Wi AzZeHmMCmead,
HOTOXCUMETRHO 2APEKOMEHI08A8UIEE0 CebA
Ha puiHxe. He nepesodume dewwsu 34
BUTEMBl HA RTEKMPOHHBIE KOWETLKN LTH
sapybesxchsle ciema. Ipu eosHUKHOSEHLN
HOOO3PEHNUT pbpamumecs g
NPEICcMASUMETBCNES ASUAKOMNAHULL

[Mokynatb aBnabunetsbl Yepes VIHTepHeT yaobHo. Bam He HyXXHO HuKyaa
exaTb U CTOATb B ovepensix. Bbl BblOnpaeTe penc, gaty, onnadymsaete ounet
N nony4aeTe ero cnycTs HECKONbKO cekyHa. CerogHst MHorme noau
BblIOMpaOT UMEHHO Takon cnocob npnobpeTteHns GuneTos Ha camMornerT.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb JaHHYI0 cdepy 6e3 BHUMaHUS.
3a nocneaHun rog CyLWecTBEHHO YBENMYMNOCH KONNYECTBO Xanob Ha obmaH
npwn NoKynkKe anekTpoHHbIX buneTtoB. Co3aaTtb NHTEpHET-CcanT No npoaaxe
aBMabuneToB — AeNo HECKOMbKMX YacoB, HA CMEHY ero Ha3BaHusl, agpeca u
BHeLLHero ohopmMneHust TpebyeTcs elle MeHbLLe BpeMeHn. Kak npaBusio,
obmaH packpbliBaeTCcsi He cpa3sy, HEKOTOpPbIE Y3HAIOT O TOM, YTO X BuneTos
He CyLleCTBYeT, IMLb B a3pornopTy. OTO AaeT MOLIEHHNKAM BO3MOXHOCTb
nepeHectn ceoun VIHTepHeT-pecypc Ha HOBOE MECTO M NPOAOoIKaTb CBOKO
NPECTYNHYI OeATeNbHOCTb Mo APYrMM Ha3BaHUEM.

UT0o6bI HE MCNOPTUTL cebe OTAbIX UM 4EeNOBYI NOE3aKy CTOUT BHUMATESNbHO
OTHECTUCb K MOKynke aBnabuneTos Yepes ceTb VIHTepHeT. BocnonesynTtech
ycnyramu MHTepHeT-canTa aBuakoMnaHum Unu areHTcTea no npogaxe
6uneToB, AaBHO 3apekoMeHaoBaBLLEero cebs Ha pbiHKe. C OCTOPOXHOCTLIO



OTHECUTECH K AeATENbHOCTN HEN3BECTHbLIX BaM CanlTOB, OCOOEHHO TeX,
KOTOpble NPMBMEKAOT Balle BHMMaHUE crneumanbHbIMU NPeanoxXeHnsiMmn n
HU3KMMW LeHamn. He nepeBoguTe OEeHbIMN Ha 3NEKTPOHHbIE KOLLEMbKN UK
cyeTa B 3apybexHblx baHkax. He noneHnTecb NO3BOHUTL B
npeacTaBUTENbCTBO aBUaAKOMMNaHUKM, 4ToObl y6eanTbCsl B TOM, YTO Ball penc
CyLLleCTBYET 1 GuneTbl Ha HEro eLle ecTb. ATU NPOCTbLIE NpaBMia NO3BONAT
BaM COKOHOMUTbL A€HbIMN 1 cbepeyb HEPBDI.

CHTYATTHA 7

O0maeTeck E HHTEPHETE H HMEETE
AEKAVHTEL B COLCRTAN?

HHKOI'JA =He pasMemaiite B
OTKPBITOM JOCTYIE 0 HE OepejaeaiiTe
pEGopMamHIK  JIHYHOTO  XapakTepa,
KOTOpas MOA&eT OLIThH HCOOIL30BaHA BO
EpET.

Ofufenne & cemi & FHAYUMETLHOL
Mepe obeztudeno, u 3a gomospaguet
HPOPUIA MONCEM CKPLISAMBCA KO YEOOHG.
Homuume o mMoM, HMoe gudeo U
AVOUOMPARCIAY LN, PAEHO KAK U 102U aiuell
cemesoli  NepenucKy,  Mosym  Owlmb
COXPAHEHB] TOVM BIMLTEHHUKAMU u
enociedcmeuu LCHOTLI0SAHE] 8
MPOMUEONPASHEIY Ja1ax.

Ecnu Bbl nonyynnn CMC nnn MMC coobuieHne co CCbIfIKON Ha cKkadunBaHue
OTKPbITKN, MY3blK/, KAPTUHKM UM KaKoW -HMOyab NporpaMmbl, He crewunTe

OTKpbIBaTb €€. [lepenasa no ccolfike Bbl MOXETE, CaMU TOro He Nogo3peBast,
NoNy4YnTb Ha TenedoH BMPYC U odbopMUTb MOAMUCKY Ha NnaTHbIE YCIyri.

MocmoTpuTe, ¢ Kakoro Homepa 6bIrno oTnpaBneHo BaM coobueHne. axe
ecnu coobLleHne npucnan KTo -To U3 3HaKoOMbIX BaM Nnioaeit, 6yaeT He
NULLHMM ONONMHUTENbHO YOeauTbca B 3TOM, Beflb COOOLLEHME MOTTIO ObIThb
OTMNpaBIieHo C 3apaxeHHoro TenedgoHa 6e3 ero Begoma. Ecnu otnpasutens
BaM He 3HaKOM, He OTKpbIBalTe ero.

MoMHUTE, 4TO yCTaHOBKA aHTUBMPYCHOrO NPOrpaMMHOro obecnevyeHuns Ha
MOOMMNbHOE YCTPOWCTBO - 3TO HE NPUXOTb, 8 Mepa NO3BONSAIOLLASA NOBbLICUTb
BaLLy 6€30MacHOCTb.



HE OTHPBIBAKTE [1BEPh HE3HAKOMBIM
NoaaM, Aaxe ecnv OHW NPeacTaBNATCA
paboTHMKaMK COLMaNbHbIX, ra30BbIX,
3NeKTPOCHabaoWmx CTyxo,

NOMULIMM, NONUKIMHMKM, XKKX 1 T.0.
Mepe3BoHUTE W YTOUHUTE,

Hanpaensanu N4 K Bam atoro cneuyuanmcral

HE [IOBEPANTE,

ecnm BaMm 3BOHAT 1M CO0OLLAIOT, UTO

Balw poaCTBEHHUK WK 3HAKOMbIH

NONaN B aBapHIO, 33 PELLETKY, B BONbHULY
unu coeepwmn [TT1, 1 Teneps

3@ HEero Hy»KHO BHECTM 3anor, Wwrpad,
B3AATKY, KYNWTb A0pPOr1e NekapcTea -

B obiuem otkynurbes. JT0 OBMAK!

bANTEIbHbI!

JBOHMTE B NONMLMIO
02/102

becnnarHaa
“ropauan nuuva MBI Poccun”

8-800-222-14-41

@g

HesHakomel, coobLuaer o BbiMrpbilue,
GnoKupoBKe BAHKOBCKOM KapThl,

0 NepecyeTe KBapTnAaThl, CPO4HOM 0bMeHe
[EHer Ha [IoMy UK npegnaraeT
npuobpecTv ToBapkl U TabneTku

MO HA3KWUM "NbTOTHLIM” LieHaM?

HE BEPBTE - 3T0 MOLLEHHHUECTBO!



MHoruve noau cerofHsa Nonb3yTCs pasnUYHbIMK NporpaMmamMm ans obmeHa
COOBLLEHUSAMM N UMEIOT aKKayHTbl B COLManbHbIX ceTax. Ona MHOMMX
o6LLEeHMe B CETU CTano HacTOSMbKO MPUBbLIYHBIM, YTO NPAKTUYECKN NOMHOCTbLIO
3aMeHWIo HenocpeacTBEHHOE XMBoe ObLLeHMe.

MpecTynHMKaM B HaLLUW AHW HE HY>KHO NPOBOAUTL CITOXHbIE TEXHUYECKNE
MeponpuUaTUS AN NONyYeHUs A0CTyna K NepcoHarnbHbIM AaHHbIM, Noau
OXOTHO genartca uMmm camu. Pa3smellas aetanbHble cBegeHus o cebe B
coumanbHbIX CeTAX, MONb30oBaTENN AOBEPSAIOT UX ThiCAYaM NoAeN, Aaneko He
BCE 13 KOTOPbIX 3aCnyXunBaT A0BEPUSI.

Ob6uweHne B ceTn B 3HAUYNTENBHON Mepe 00e3nnyeHo, 1 3a goTorpadguen
Npoduns MoXeT CKpblBaTbCS KTO yroaHo. NMoaTtoMy He cneayeT packpbiBaTb
Marlo3HaKoOMOMY YENOBEKY Takme NoapobHOCTM BalLen XXN3HW, KOTOPbIE MOTyT
ObITb MCNOMb30BaHbI BO Bped. [ToMHMUTE O TOM, 4TO BUOEO U
ayanoTpaHcnauumM, paBHO Kak 1 NIOrv Ballen ceTeBOon Nepenmckn, MoryT bbiTb
COXPaHeHbI 3rI0YMbILLIIEHHMKaMW U BNOCIEACTBUM UCMNONb30BaHbI B
NPOTUBOMPABHbIX LEnsiX.

He 3abbiBainTe, YTO HUKTO Ny4yLle BaCc caMmx He CMOXET No3aboTUTbCs O
COXPaHHOCTN TOM JINYHOW MHOOPMaLMN, KOTOPOW Bbl HE XOTUTE OENNTLCS C
OOLLECTBEHHOCTBIO.

MAMATKA

CoseTbl No onpeaesnieHnto IHTepHeT-pecypCcoB, HECYLLIMX MOTEHUNANLHYIO
yrposy hnHaHcoBoMy 6narononyymo nonbL3oBaTenemn
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Bam nosponunninpucnann SMS ¢ HenssecTHoro HoMepa ¢ npocb6oi 0 NOMOLLK
Gam3koMy yenoeky

‘He enapaiite B naHKKy, HE TOPONHTECH NPEANPHHHMATL AEHCTBHA NO
MHCTPYKLMAM HEH3BECTHbIX NIOALH

-JaAaiiTe 3BOHALLEMY BONPOCHI NMYHOTO XapakTepa, NOMOralolLMe OTAHYHTL
bamakoro Bam yenopeka or MOWEHHHKA

Tloa nioGbim npeanoroM nocTapaiTecs Npepearh KOHTAKT ¢ cobeceaHUKOM,
Nepe3BoHHTe POAHBIM H Y3HANTE, BCE MU Y HUX B NOPAAKE

‘He ToponuTech cneaoBaTh MHCTPYKLHAM W OTBEYATH HA 3anpoc

‘He coobiaitTe nepcoHanbHble AaHHbIE HEH3BECTHIM NHLAM, AAXE ECNH OHM
NpeACTaBNAI0TCA COTPYAHHKAMM Ganka

IpoBepbTe MHOOPMaLLHI0, NO3BOHKB B KOHTAKTHBIA LEHTp Gakka
‘HesamepnuTensHo 0BpaTuTect B NPaBOOXPAHHTENbHLIE OPTaHbl

He oTkpbIBaiTe BROXEHHBIE GaRNLI, He NEPEXOAMTE N0 CCHINKAM, YAANHTE
NoA03pHTENbHOE CoobuieHne

HcnonbayiiTe aHTMBMpYCHOE NpoTpaMMHoE obecneyeHre Ans TeNedoHoB
TONbKO OT OOMLMANBHBIX NOCTABULHKOB

-Jawurute ceoi Tenemon, noaxnioyute BECINATHYID yenyry «Cron-koHTenT»

‘Bbl 3an0,03punM HHTEPHET-NPOAABLLA B HeL06pOCOBECTHOCTH

‘HeobxoanMo ocTapaTheA GAKTENbHLIM, HE NPHHUMATh NOCNELWHBIX PeWeHHA U
NpH NEPBLIX ¥e NOAO3PEHHAX OTKAIATLCA OT NOKYMKH

‘Berpevarsea ¢ npoAaBLLOM B 0BLIECTBEHHOM MECTE, TaK KaK 370 HauBonee
feaonackblil ¥ rapaHTMpoBaHHbli cnocol nokynky. Cnegyer nepenasars
AEeHbIM NPOAABLLY SIMYHO B PYKH CPa3y nocne NONyYeHus ToBapa

‘Hukorna He NEPEBOANHTL HE3HAKOMbIM NHLLAM AEHbIM B KYECTBE NPpeaonnarkl




UHdopmauusa HUB UHTepnona MBIl Poccum
O CaMbIX pacnpocTpaHeHHbIX BUAax MOLWEHHNYEeCKUX 4EeUCTBUN C
MCNOSib30BaHUEM KOMMNbIOTEPHbIX TEXHOJOMMM.

YBaxaemble rpaxxgaHe! Ecnv Bbl OTHOCUTECH K aKTUBHBLIM NOSb30BaTENSIM
NHTepHeTa, To pekomeHayeM Bam oba3aTenbHO npodnTaTh 9TOT MaTepuan!

MoOLLEHHNYECTBO - 3TO XMLLEHME YYXKOro UMyLLLIeCTBa Unun npuobpeTteHne
npaBa Ha 4Yy>Koe MMyLLecTBO NyTémM obmaHa unm 3noynotpebreHus
posepueM. [NogobHas npecTynHas AesaTerNbHOCTb NpecneyeTcsa 3aKkOHOM
He3aBMCUMO OT MeCTa COBEpPLLUEHNSA - B pealibHOW Unn BUPTYyasibHOW cpeae.

MOLLEHHUKM MOCTOSIHHO U3bICKMBAIOT BCE HOBbIE M HOBbIE BapUaHTbl XULLIEHUS
Yy>KOro umyLiecTBa. KpaTtko 0oCTaHOBMMCS Ha CaMblX PacnpOCTPaHEHHBbIX.
«Bpa4Hble MoLweHHUYecTBa»

TUNNYHBIN MEXaHMN3M: C NCMOSIb30BaHMEM CETHU MHTepHeT

NpeuMyLLeCTBEHHO Ha canTax 3HAaKOMCTB NPECTYMHUKN BblIBUPatoT XXepTBY,
HanaXXnBaloT C HAM 3IIEKTPOHHYIO Nepenucky OT UMEHWU AeByLlek, obellas
npuexaTb C LeNblo co3ganus B dyaywem cembun. 3aTem nog pasnmnyHbIMu
npeanoramm «HEBECTbI» BbIMaHMBAIOT AEHbIM (Ha fleveHune, NOKynky
MOBUnbHOro TenegoHa, npnobpeteHne dGuneTos, onnartbl BU3bl U T.4.).
[Mepenucka BegeTcs rnaBHbIM 06pa3oM CTyAeHTaMU IMHIBUCTUYECKNX
BY3oB. HanpaBneHHble xxepTBaMn AEHbIM NPECTYNHUKM NONy4YatoT Ha
noAcTaBHbIX Nuu. MNocne nonyyeHust cCpeacTs nepennucka nog pasnuyHbIMn
npeanoramu npekpailaeTcs.

«IMpnobpeTeHne ToBapoB M ycnyr nocpeactsom cetu UHTepHeT»

Mbl HACTOSBbKO MPUBLIKAN NOKYNaTh B MHTEPHET-Mara3mHax, 4To YacTo
CTaHOBUMCSI HEBHUMATESIbHLIMW, YEM W NOJSIb3YHTCA MOLLUEHHUKN. OBbIYHO
CXemMa MOLLEHHMYECTBA BbIMAANUT TaK: CO34a€TCs CanT-04HOCTPAHNYHUK, Ha
KOTOPOM BbIKIlaablBatOTCA TOBapbl OAHOIO BM3yanbHOro npuaHaka. LleHa Ha
ToBapbl 06bIMHO BECbMA NpUBeKaTenbHasi, HUXe cpeaHepPbIHOYHON.
OTCyTCTBYIOT OT3bIBbl, MUHMMANEH MHTEpdEeNC, ykasaHbl CKygHble
KOHTaKTHblE AaHHble. Halle BCero Takme MHTepHeT-mara3mHbl paboTtaroT no
100% npegonnare. lNepenucka o NpuobpeTeHnn TOBapOB BEAETCS C
NCNOMb30BaHMEM 3NEKTPOHHbIX MNOYTOBbLIX ALMKOB. [10 4OrOBOPEHHOCTHU C
NpoAaBLOM OEHbIM NEPEUNCNAIOTCA, Kak NpaBuio, 3a rpaHnuy Yyepes
"Western Union" Ha umeHa pasnuyHblx nogen. KoHe4vHo Xxe, ncesao-
npodasew, nocrie nonyvyeHnsa geHer ncyesaet!

«Kpuk o nomoLwm»

OAnH 13 camblx OTBpaTUTENbHbBIX CNOCOB0B XMLLEHUS AEHEXHbIX CpeacTB. B
MHTEPHETE NOSBNSETCS Aylepasgupatowas nctopms o bopbbe ManeHbKoro
YyernoBeKa 3a XM3Hb. Bpemsa ngéT Ha yackl. CpoyHo HeobXxoauMbl Joporne
nekapcTBa, onepauus 3a rpaHvuen n 1.4. [Npocar okasaTb NOMOLLb BCEX
HepaBHOOYLUHbIX 1 NEPEBECTU AEHbIM HA YKa3aHHbIE PEKBUSUTHI.

Mol He npu3biBaeM OTKasbiBaTb B NomMoLm BceM KTo npocut! Ho! MNpexae yem
nepeBoauUTb CBOU AEHbLIN, NPOBEPLTE - UMEKTCH JIN KOHTaKTHbIE JaHHble ONS



CBSI3M C poauTensamMm (poaCTBEHHMKaMK, ornekyHammn) pebéerka. No3BoHuTe
UM, HaMaMTe X B couceTax, noobwantecb U ybeanTecb B YECTHOCTU
HaMepeHUn.

«DULWNHIr»

AsnsieTca Hanbonee onacHbIM M CaMbIiM pPacrnpoOCTPaHEHHbIM CNOCOOOM
MOLLEHHMYeCcTBa B MHTepHeTe. CyTb 3aKno4aeTCcsa B BbIMAaHUBAHUN Y XXEPTBbI
naponemn, nNMH-kogoB, HomepoB U CVV-kogoB. CxeMm, KOTopble nomMoratT
MOLLEHHMKaM MONYyYUTb HY>KHbI€ CBEOAEHUS, O4EHb MHOTO.

Tak, C MOMOLLbIO CNaM-paccbIfioK NOTEHUNANbHLIM XXepTBaM OTNPaBNsATCS
noanoXxHble NMcbMa, IKoObl, OT UMEHW NeranbHbIX OpraHM3aumnmn, B KOTOPbIX
AaHbl YyKaszaHusa 3anUTn Ha "canT-4BONHUK" TaKOro ydpexaeHus n noaTeepanTb
naposiv, NUH-KOAbI U APYryo MHpopMaLuIo, NCNob3yemMylo BNocneacTBum
3M0oyMbILWSIEHHUKAMM 09 KpaXKy AeHer co cyeTa xepTBbl. [JocTaTouHO
pacnpocTpaHeHHbIM ABMSETCSA NpeasioXkeHne o paboTe 3a rpaHunLen,
yBE4OMIIEHNE O BbIUIPbILLE B JIOTEPEU, @ Takke COOBLLEHNSA O NOMyYeHUN
HacneacTsa.

«Hurepunckue nucbma»

OAnH 13 cambix pacnpocTpaHEHHbIX BUOOB MOLLEHHMYECTBa. TUnuyHas
cxema: XkepTBa Mnosly4yaeT Ha CBOI MOYTY NMUCbMO O TOM, YTO SABNSETCS
cyacTnuebiM obnagartenem MHOrOMUINIMOHHOIO HacneacTea. 3atem
MOLLEHHUKN NPOCAT Y nosily4atensd nMcbmMa noMoLLm B MHOrOMUSTIIMOHHBIX
AEeHeXHbIX onepauusax (noslyyeHme HacneacTea, nepeBon AeHer U3 ogHoM
CTpaHbl B 4pyryto), obelasa npoueHT oT caenku. Ecnu nonyyartens
corfnacuTcs y4acTBoBaTb, TO Y HErO MOCTENEHHO BbIMaHMBAKOTCA AEHbIMN
sIKOObI Ha onnaTty c6opoB, B3ATOK YNHOBHUKAM U T.1.

«bpokepcKkne KOHTOpPbI»

C Havana Tekywero roga B HUB NHTepnona MBL Poccun HabntogaeTca
3HAYMTESbHbIN POCT KoNM4ecTBa obpalleHnin rpaxgaH, nocTpagasLUnX OT
AencTBuin BPOKEPCKNX KOHTOP.

B pacnopsikeHumn Bropo nmeetcs nHopmauus o cregyrowmx
HenobpocoBecTHbIX Bpokepckmx komnaHusax: «MXTrade», «kMMC1S» n
«TeleTrade».

[ns Toro, 4To6bl HE NOTEPSTL CBOM AEHbIV MPY Bblbope Bpokepckom
KOMNaHun HeobxoaMmo obpallaTtb BHUMaHME Ha criegytolme NpusHaku,
KOTOpble XapaKkTepusytoT KOMMaHUIO-MOLLEHHWKA: obeLlaHne BbICOKMX
NPOLIEHTOB, OTCYTCTBUE pernctpauumn, obewaHme ctabunbHom Npudbinu
HOBUYKaM- Tpengepam.

Mepen Tem, Kak OBEPUTL CBOW KanuTar, BHUMAaTElbHO U3YYMTE HEe TOMNbKO
NHTEPHET-PecypcChbl, HO 1 oduLManbHY HdopMaLMo o Bpokepe 1 ero
pernameHT.

BaxHo! NoMmHuTE, 4TO MHBECTMPOBaHWE, NpeararaemMoe Ha yCrnoBuUsx
BGpokepcKon KOMMNaHuK1, BCcerfa sBnsieTcs BbICOKO PUCKOBAHHbBIM axe npwu
Hanuuum 6esynpeyvHon penyTtaumm 6GpPoKepCckor KOMMNaHN.
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NAMATKA

06 OCHOBHbIX cnocobax ANCTaHLMOHHOIO MOLLEHHMYECTBA

HeCMOTpFI Ha NpnHMMMaemMblie NpPaBoOOXpaHUTESIbHbIMWU OpraHamMmn Mepbl,
ONCTAaHUMOHHbIE XULLEHNA C UCMOJIb3OBaHNEM MHd)OpMaLlMOHHO-
TENEKOMMYHUKaLUNOHHbIX TEXHOSTOMMN CTpeMnTesribHO Ha6|/|par0T cuny.

MoOLUEeHHMKM YMESO UCNOMb3YHT BCHO AOCTYNHY MHOPMaLUNIo U
COBPEMEHHbIE TEXHOMOMMK, pa3buparoTcs B NCUXONOrMun nogen, BbliHyxXaas
XepTBY packpbiBaTb BCKO MHAopMaLmio o cebe nnbo coBepLuaTb Te NN UHbIE
AENCTBUSA, UCMONb3YIOT YerioBeveckmne cnaboctu (CTskaTenbCTBO, an4yHoOCTb),
4yyBCTBa (CoCcTpagaHue, 06eCnoKOeHHOCTb 3a BNU3KKUX, XKanocTb) B CBOUX
KOPbICTHbIX MHTEpecax.

OcHOBHbIe N3BECTHbIE CXeMbl TENTE(POHHOIro MoLLEeHHUYeCTBa:
1. Cnyyau ¢ poaCTBEHHUKOM.

MoLUeHHWK npeacTaBnseTca poacTBEHHUKOM (3HAKOMbIM) Y B3BOSTHOBAHHbLIM
roslocom no tenedoHy coobLiaeT, YTO 3agepxaH COTPyAHUKaMU NoNuuumn 3a
coBepLueHue npectynnexna (cosepwmn O T, xpaHun opyxue nnm
HaPKOTUKN, HAHEC TSXKKME TenecHble noBpexaeHus). [lanee B pasrosop
BCTynaeT sikoObl COTpyAHUK nonnumm. OH yBepeHHbIM TOHOM COOBLaeT, YTo
yXXe He pa3 «nomoran» nogam Taknum obpasom. Ho ecnv paHbLue AeHbru
NPMBO3UIM HENOCPELACTBEHHO MY, TO cervac AeHbriM HeobXoaNMMO NpPUBE3TU
B onpefernieHHoe MecTo, nepefaTtb Kakomy-rnmbo vyenoseky, nMbo nepeBecTu
Ha cyeT (aboHeHTCKMI HoMep TenedoHa).

2. Po3bIrpbiw nNpu3oB (3To MOryT 6bITb TenegoH, HOyToyK, aBToMoOOuUInb

n ap.).

Ha TenedoH aboHeHTa COTOBOW CBA3M NPUXOAUT CMC-COOOLLIEHME, N3
KOTOPOro crieayeT, YTo B pe3ynbTaTe NpoBeAEeHHON NTOTEPEN OH BbiUrpan
aBTOMOOUNb. [1Ns yTOUHEHNS BCex AeTanen noTeHunanbHoOM XXepTee
npeafaraeTcs NoCeTUTb onpeaesieHHbIM CanT U 03HAKOMUTBLCS C YCIOBUSAMM
akuuu, NMbo NO3BOHUTL NO OAHOMY M3 YKa3aHHbIX TenedOHHbIX HomepoB. Bo
Bpems pasroBopa no tenegoHy MOLLEHHMKM COOBLLA0T O TOM, YTO ANS
BbINOJSTHEHUS HEOOX0AMMbIX dhopManbHOCTEN (YnnaTbl rOCMOLUMUNHBI,
odopMIneHnsi HeoOXoaMMbIX AOKYMEHTOB, OnnaThl 3a KOMUCCUIO NepeBoaa)
cyactnueomy obrnagaTesnto HOBEHbKOro aBToMobunsa Heobxoaumo
NepeYnCcnINTb Ha CYET yKasaHHY UMK CYMMY, a 3aTeM HabpaTtb



ornpeneneHHy KoMouHaumio LMgp 1 CUMBOSIOB, SKOBbI 419 NPOBEPKU
NOCTYNSIEHNSA OEHEr Ha CHET U NoNyyYeHns «koga perncrtpaumm». Kak Tonbko
XepTBa 3aBepLUaeT ykasaHHble MaHunynauum, cHet obHynseTcs, a
MOLLEHHMKN ncYe3aT B HEM3BECTHOM HarpasfeHnn.

Ecnu Bbl y3Hanu o npoBegeHnn noTepen ToNbKo Toraa, Korga «Bblurpanny»
aBTOMOOWNb, €CNN Bbl HE 3aMOSNHANKM 3asBKy Ha y4acTue B Hel nMbo Kakmm-
nnbo gpyrmm cnocobom He NOATBEPXganu CBoe y4acTue B po3birpbille, To,
BeposiTHEE BCEro, Bac nbiTaloTcst 06MaHyTb. byabTe OCTOPOXKHbI!

3. SMS-npocbba.

ABOHEHT nosiy4aeT Ha MOOUIbHLIN TeNedOoH coobLLEHME: «Y MEHS
nNpobriembl, NO3BOHN MO TAaKOMY-TO HOMEPY, €CIiu HOMEeP He AOCTYMEH,
MOJIOXM Ha HEro onpeaeneHHy CyMMy 1 Nepe3BOHNY . YenoBek NononHsaeT
CYET M nepes3BaHMBaeT, TenedoH No-NpexxHemMy He OOCTYMNEH, a AEeHbIN
BEPHYTb Y>K& HEBO3MOXHO.

4. TenedoHHbIN 3aKa3 OT pyKoBoAUTesIen NPaBOOXPaHUTESIbHbLIX U
rocyaapCcTBeHHbIX OPraHoB BnacTu.

Ha TenedoH aboHeHTa (NpeanpuHMmaTens, pykoBoamtens obbekra
00LLIECTBEHHOIO NUTAHUSA, TOProBOro LeHTpa Nnbo nx CoTpyaHuKam 1 ap.)
MOCTynaeT 3BOHOK OT NpaBOHapYLLUUTENS, KOTOPbIN NpeacTaBnaeTcst OaAHUM
N3 pykoBogMTENEN NPaBOOXPaHUTENbHbBIX OPraHoB (MPOKypaTypbl ropoaa u
Ap.) 1 NPOCUT MOMOMHUTL CYET ero TenedoHa, 4OMNONHUTENTbHO K 3TOMY
NPOCUT, Hanpumep, 3abpoHNPOBAaTL CTONUK B peCTOpaHe 1 coodLaeT, YTo no
npunesny Ha ob6beKT paccumtaeTcs. He goxungasce npuesga akobbl
AOJDKHOCTHOIO Nnua, PYKOBOACTBYSCb MPUHLMMOM YBaXKEHUSA 1 OBEPUS K
PYKOBOAMTENIO HA3BAHHOW OOMMKHOCTM B MPaBOOXPAHUTENbHbIX OpraHax,
noTepneBLUMIA NEePeBOANT Yepes3 TepMmuHan 6aHka, nMbo yepes nHble
bnHaHCOBbIE YCIYrn AEHEXHbIE CPeACTBA B YKa3aHHON CyMME.

5. MnaTtHbIN KOA.

[MocTynaeT 3BOHOK, IKOObI OT COTPYAHMKA CNYX0Obl TEXHUYECKOW NOAOEPXKKM
onepartopa MobubHOM CBA3WU, C NPEANOXEHUEM NOLKITOYMUTL HOBYHO
SKCKIMIO3MBHYIO YCRYry Unv Ang nepeperncrpaumm Bo nsbexxaHne oTknoveHms
CBSI3M M3-3a TEXHMYECKOro cOosi, Mnun ans ynyyweHus kadecTtea cBasun. [ns
aTOro aboHeHTy npeanaraetca HabpaTb No4 ANKTOBKY KOA, KOTOPbIN
SABMSIETCA KOMOMHaUMen onsa ocyLecTBneHns MobunbHoro nepeesoaa
AEHEeXHbIX CPeACTB CO cveTa aboHEeHTa Ha CYET 3710YMbILLIEHHNKOB.

6. LtpadHble caHKuMM onepaTtopa.

3noyMbILNEHHUK NPeacTaBnaAeTCcs COTPYAHMKOM Cry>KObl TEXHUYECKON
noaaepXkn onepatopa MobunbHOM CBA3M N coobLaeT, YTO aBOHEHT CMEeHUN
TapudHbIi NnaH, He ONOBECTUB onepaTopa (Takke MOryT OblTb BapuaHTbl: He
BHEC CBOEBPEMEHHYO onnaTy, BOCMNONb30Barncs ycrnyramm poyMmmnHra 6e3
npeaynpexneHnsi) n, COOTBETCTBEHHO, eMy HEOOXOANMMO onnaTuTb WTpad B
onpeaeneHHoM pasmepe, KyrnuB KapTbl 3KCNpecc-onnaTtbl 1 COOOLWMB MX
KoAbl.

7. OWMOOYHbLIN NepeBo CpeacTB.



A6oHeHTy noctynaet SMS-coobLieHre 0 NOCTYNMNeHnn CPeacTB Ha ero CcYer,
nepeBefeHHbIX C NoMoLLbio yernyrn «MobunbHbeii nepesoa». Cpasy nocne
STOro NocTynaeT 3BOHOK U MY>XYMHA (UK XeHLLMHa) coobLaeT, 4YTo
ownboYHO nepeBen AeHbrv Ha ero cyeT, NPy 3TOM NPOCUT BEPHYTb UX
obpaTtHo Tem xe «MobunbHbIM NepeBogoM». B A4eNCTBUTENBHOCTU OEHbLIN HE
nocTynatT Ha TenedoH, a YenoBek NepeBoanT CBON COBCTBEHHbIE CpeacTBa.
Ecnv no3BOHWTL NO yKa3aHHOMY HOMEPY, OH MOXeT BbITb BHE 30HbI JOCTYMNa.
Kpome Toro, cyLLecTByrOT Takme HoMepa, Npu ocyLecTBEeHNN BbI30OBa Ha
KOTopble ¢ TeriedpoHa CHMMarTCA BCe CpeacTBa.

8. NMpeanoxeHune nonyuntb aoctyn K CMC-nepenucke u 3BOHKam
aboHeHTA.

YunTblBas CKITOHHOCTb HEKOTOPLIX FpaXaaH «MOLUMMOHUTLY 3a BNN3KNMU U
3HaKOMbIMWU, 31I0YMbILLIIEHHMKAMMN UCMOMb3YeTCs cneayowasa cxema
MOLLEHHMYecTBa B ceTn VIHTepHeT: nonb3oBaTento npeanaraeTcs u3yumTtb
cogepkaHme CMCc-coobLLEHMIN N CIINCOK BXOOALWMX U UCXOOALLMX 3BOHKOB
NHTepecytolero aboHeHTa. [1ns1 3Toro Heob6xoaMMO OTNpPaBUTb COOBLLEHME
ctoumocTbio oT 10 go 30 pybnen Ha ykasaHHbI KOPOTKUIMA HOMEP 1 BAUCATb B
npeanaraemyo opmy Homep TenedoHa aboHeHTa.

[Mocne Toro, kak nosib3oBaTesib OTNPaBseT CMC, C ero c4eTa CnmncbiBaeTcs
cyMMa ropasgo bornblue Ton, 4To Bbina ykasaHa MOLUEHHKaMK, a
NHTepecyoLwan nHpopmaunsa BnocneacTBun Tak U He nocTtynaer.

9. Npopgaxa nmywecrea Ha UHTepPHeT-canUTax.

[Mpn 3BOHKE Ha TenedoH, pasmeLleHHbIN Ha IHTepHeT-canTax o6 baBNeHNI
(ABuTo, ®apllocT, [lpom 1 Ap.) NpaBoOHAPYLWNTESb NPOCUT MOMOMAHUTDL CHET
ero TenedoHa, nMbo coodbLmMTb AaHHbIE N HOMEP KapTbl NOTepneBLUIero As
nepeBoa OeHeXHbIX CPeaCcTB B KadecTBe 3ajaTtka 3a Tosap. [locne
COOBLLIEHNSA OaHHbIX KapTbl MPOUCXOANT CMCaHNEe OEHEXHbIX CPeACTB.

10. HoBasa cxema TenecoHHOro MmoweHHNn4YecTBa « BULLIMHIMY.

OpaHom 13 pacnpoCTpaHEHHbIX CXeM KMbepnpecTynHUKOB B NocreaHne roabi
cTan «BuwuHr» — 3T0 BUA MOLLEHHNYECTBA, NPU KOTOPOM 3710YMbILLNEHHNKM
noA NbbIM NpeanoroM BbiHYXXAalT HAc NPeaoCcTaBNATb
KOHdMAEeHUMAanNbHbIE AAHHbIE B «HALLUMX COOCTBEHHbIX MHTEPECcax», TO eCTb
MCKYCCTBEHHO CO3aeTcs cuTyaumsi, Tpebyrouas noMoLm oT cneyuanmcra.

Llenb MoleHHMKOB nog nobbiM NpeanioromMm U3Bnedb CEKPETHYHO JIUYHYHO
nHdopmauuio o kpeguTke. [ns nonydeHms gocTyna K KoHMaeHUManbHbIM
AaHHbIM BnagenbLa MHUMblE MOMOLLHUKMA UCMONb3YT TenedOHHY CBSA3b
Kak B aBTOMaTU3MPOBAHHOM pPeXnMe, Tak U HanpsiMyro OT MHMMOTO
«onepaunoHncTa» 6GaHKOBCKOro cekTopa.

Bo MHOrmMx cnyyasx B Te4eHne AHA Ham NOCTOSAHHO HAaYMHAKT 3BOHUTL Ha
MOBUMBHMK C HE3HAKOMOIro MOCKOBCKOroO HOMepa, HauymHarowlerocs Ha 495.
3BOHKN C MOCKOBCKMX HOMEPOB 0ObIYHO HACTOSIbKO HAaCTOMYMBLI (MHOrA4a 4O
AEeCSTM 3BOHKOB 3a [€eHb), YTO Mbl 3a4acTyt0 YyCTyNaemM 1 OTBEYaEM Ha HUX.



Kak TornbKko Mbl OTBEYaeM Ha 3BOHOK, HAM Cpa3y COOOLLAl0T BaXKHYHO
NHPOPMaLNIO O BO3HUKLLMX Npobremax ¢ Hawen KapTon, Hanpumep, YTo OHa
3abnokmpoBaHa, a cnyxba 6esonacHocTn 6aHka npegoTBpaTmna nonbITKy
HECaHKLMOHNPOBAHHOMO CNCcaHusl. 3aTeM 3BOHSALLMI NpeanaraeT NnoMoLb B
CNOXMBLUENCS CUTyaLMN, HA KOTOPYH MHOTME U3 Hac CornallarTCs.

Hac y6exaaoT B CPOYHOM peLleHr BO3HUKLLEN CUTYaLnn, NoKa eLle He Bce
AeHbrn ykpageHsl. O4eHb nocrnegoBaTeribHO MOLLEHHWKM CTapatoTes
NOSTY4MTb OT HAC BCHO JIMYHYIO MHPOPMaLMIO O KpeauTKe, NpUckInatoT HoBble
naponu u NNH kogel B CMC-yBegomMneHnsax. Y crnokamsaroLwmm rosiocom
«BaHKkoBCKMe paboTHUKM» npeanaralT pasfvyHble BO3MOXHbIE BapUaHThl
3awunTbl.

[oragatbcs 0 TOM, 4YTO NHOOE3HbBIV MOMOLLHUK Ha APYroM KOHLE nNpoBoAa
ABNSAETCA MOLUEHHUKOM He BCerga ferko, Ho B ftobom criydae 3T0 BO3MOXKHO.
M3Ha4anbHO MOXHO nobnarogapuTb 3a 6AUTENBHOCTb U Y3HaTb AOSHKHOCTb,
MHULUMarbl 3BOHUBLLIETO COTPYAHUKA KPEAUTHOM OpraHM3auumn 1 npeanpuHAaTb
NONbITKY AO3BOHUTBLCA MO ropsiven NUHUN.

Mcnonb3oBaTth A5 BbISCHEHUS CIOXMBLUENCA CUTYaLUKU ny4ywle Apyrov CBou
HOMep, NOTOMY YTO Ha CEroHALWHNA OeHb Yy BbIMOraTernen cywecTByoT
TEXHOMNOru, NO3BOSIAOLLINE NEPeHanpaBnaTh BCe NocneayoLwmne 3B0OHKM Ha
TenedoHHOe YCTPOMCTBO MOLUEHHMKOB.

11. X1weHus ¢ KapT, NOAKMIOYEHHbIX K ONUUM 6eCKOHTaKTHbIX
nraTexeun.

[nsa npoBefeHnsa onsaTtbl NO TaKoW KapTe OCTAaTOYHO NPUITOXUTL €€ K
TepmuHany. Beog NH-koga He TpebyeTtca ecnv cymma He npesbiwaeT 1 000
pybnen. Npu 9TOM KONMYECTBO pacxXOHbIX TPAH3aKLMIA HE OrPaHNYEHO.

YT06bI NONYYNTL OEHLIN, MOLLEHHUKY AaXe He NoHaZobuTcs BOpoBaTh KapTy
y KnueHTta. Ecnn B o6LLeCTBEHHOM TpaHCnopTe NOAHECTU YCTPONCTBO K CYMKe
NN KapMaHy Bnagenbua, To cpeacTea cnuwyTcs. [na aTux uenen
MOLLIEHHUKM M3roTaBNMBAKT CaMOAESbHbIE NEPEHOCHbLIE CYUTLIBATENMN UK
NCNonb3yrT GaHKOBCKME TepMUHanbl, 0OPMIIEHHbIE MO UKTUBHBIM
AOKYMEHTaM.

Takke B TEKyLLEM rofy 3royMbILLIEHHUKM MPOLAOSTKAKT aKTUBHO
ncnosnb3oBaTh OULLNHE B COUMArbHbIX CETSX U OHITaNH-MeCcCeHoKepax.
Hanbonbluyto Bbirogy MoLEHHUKaM MPUHOCAT MaxuHaummn Yyepes ABUTo, C
MOMOLLbIO KOTOPbIX OHM MOMy4YaloT AOCTYN B OHNanH-6aHK.

12. BanomM akkayHTa gpyra.

JTrogn moryT faxe He Nnogo3peBaThb, YTO UM NULIET NOCTOPOHHUIA YenoBeK Noj
BMAOM POACTBEHHMKA, Apyra, ¢ npocbbon nepesoaa AeHer B CBA3N C
npousowenwmnm ropem. Takum obpasom, BOMAA B JOBEPUE, MOLLEHHNKM
NbITATCS YKPaCTb BalUM AEHbLIW.

13. Tenec¢poHHOE MOLIEHHNYECTBO BO BpeMSA NaHOeMum.



MHorve n3 Hac BBMOy NaH4EeMUM HaXoAUNNCb AoMa, YTO akTUBU3MPOBano
MOLLIEHHNYECTBO C BAaHKOBCKMMW KapTamu rno tenieoHy. O4eHb onepaTtnBHO
9TUM MOMEHTOM BOCMOJSIb30BaNIMCb BbIMOraTenu ¢ NoOMOLLbI0 cMapTdoHa.

BoT nuwb HECKONBLKO HOBLIX MPUMEPOB TOrO, Kak NPOMUCXOANT TeNedoHHoe

MOLLEHHMYECTBO C NOCneayLLen Kpaxen geHEr C KpeauTKu, y4nTbiBas

COBPEMEHHYO CUTYyaLNIo:

« Ha TenedoH npuxoant CMC-
yBeAOMIIEHNE O HAYUCTIEHUN
KOMMeHcaumn 3a Hepabouunn nepmnon Bo
BpeMS anuaemMumn, ansi nony4YeHns
KOTOPOW NpeanaraeTcs Nepe3BOHUTb B
0aHK 1 NoodLaTbCA C MHUMbIM
«COTPYOHUKOMY.
e 3MOYMBbILLNIEHHUKN 3BOHAT HaM C

yBEAOMIIEHNEM O TOM, YTO Mbl SIKOObI
HaXOAMNUCb B KOHTAKTE C
3aboneswunmmn Covid-19. B cBsasm ¢
3TUM NpeanaraeTcsi CPOYHO caaTb
NnfaTHbIM aHann3 Ha KOpoHaBUpPYC, a
4YTOObI HE HAapyLLAaTb PEXUM
caMoun3onsALnn, «COTPYOHUKN
nabopaTtopum» roToBbl NpMexaTb K HaM
Ha goMm. [1ns cpo4Horo Bble3aa bpuraabi
HY>KHO COBEPLUMNTb Npeaonnary.

B oboux cnydaax nogcraBHOW Yenosek, 6yab 3To cOTpyaHUK BaHka nnu mes.
nepcoHan, npegnaraet CBOK OHMAMH-MOMOLLb, YTOObI OCYLLEeCTBUTL NnaTex,
a 4ns 3Toro emy HyxHa nHgopmMaums o cyete. lNocne nonyyeHus
HeobX0aUMbIX JaHHbIX MOLUEHHUKWN BbIBOAAT AEHbLIN, @ Mbl, JIOBEPYMBbIE
rpaxgaHe, ocTaemcs ¢ HyreBbiM BanaHcoMm.

[MprBeaEeHHbIN NepeyYeHb MOLLIEHHNYECKNX CXEM HE OrpaHNYMBaeTCs
npuvBeaeHHbIMM NpuMepamMu. MNpecTynHMKN HAaXOAST BCE HOBbIE U HOBbIE
CXeMbl 1 cnocobbl ANs 4OCTUXKEHMSI CBOMX NPECTYMHbIX 3aMbICITOB.

Kak ybepeubcs oT TenepoHHbIX MOLWEHHNYeCTB?

UTobbl HE CcTaTb )KGpTBOVI 3JTI0YMbILLUJTEHHUKOB, Heobxoanmo cobntogaTb
NpPoCTble NpaBua B6e3onacHoro noBeaeHus n obazaTenbHO 4OBECTU MX OO
cBeaeHnd poagHbIX U ONU3KNX:

- He crieyeT AOBepPsiTb 3BOHKAM M COOOLLLEHMAM, O TOM, YTO POACTBEHHUK
NN 3HAKOMbIV Monan B aBapuio, 3afepXaH CoTpyaHMKamMu nonuumm 3a
COBepLLEHME NPecTynneHnsi, 0cOOEHHO, ecnun 3a 3TUM crneayeT npocbba o
nepeyvncrneHnn aeHexHbix cpeacTs. Kak nokasbiBaeT npakTuka, 0OblYHbIN
3BOHOK OMM3kOMY YerioBeKy NO3BOMSET pa3BessTb COMHEHUS U MOHATb, YTO
3TO MOLLIEHHMKN MNbITAOTCH 3aBNafeTb BallMMM CPeACcCTBaAMU UMK
NMYLLLECTBOM;



- He crieayeT oTBevaTb Ha 3BOHKM Unu SMS-coobLieHna ¢ HEN3BECTHbIX
HOMEpPOB C NPOCBLOON NOMOXUTL HA CYET AEHbIN;

- He cneayeT coobuwaTh No TenedoHy KoMy Obl TO HM BbINo cBeaeHNS
NMNYHOIO XapakTepa.

CBoeBpeMeHHOe 06pallieHne B NpaBoOXpaHUTENbHbIE OpraHbl MOXET NOMOYb
APYrMM FIOASM He NMonacTbCs HAa HE3aKOHHbIE YIOBKM TeNedOHHbIX
MOLLEHHMKOB.

MpPOTMBOCTOATL MOLLEHHMKAM BO3MOXHO ML NMOBbILLEHHOW
BHUMATENbHOCTbIO, 30PaBOMbICIINEM M 6AUTENBHOCTHIO.
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